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DLI SHARED PRODUCTS

L&I-OIT has several shared product environments that application development efforts are to use during the Software Development Life Cycle (SDLC) process.The table below depicts the shared products currently used and a brief description of each product’s function.  
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Function

	HP LoadRunner
	HP LoadRunner is a tool that us used to perform load and performance testing. Scenarios are developed to simulate transactions or concurrent users to determine if a system can handle these types of workloads.


	IBM DataCap
	IBM Datacap offers document capture and high-speed data extraction technology for improved document management. It helps extract analytics and accelerate information sharing to expedite and improve other document-based processes.


	IBM FileNet P8 

	FileNet is Enterprise Content Management (ECM) software from IBM that allows users to manage their content (documents, spreadsheets, emails, PDF’s, etc.) during the entire content lifecycle from creation to deletion.


	Microsoft IIS 
	IIS is a flexible and manageable web server that provides core services for developing, testing and hosting dynamic websites and Web applications on a Microsoft Windows operating system. 


	Monitoring Toolset
IBM Tivoli Monitoring Suite:
· ITM
· ITM for Databases Oracle Extended 
· ITCAM for RTT 
· ITCAM App Diag v7.1
· TDW w/DB2 
· Omnibus 7.4 
· xMatters v5.1

Microsoft System Center Operations Manager 2016 (SCOM)
	Tivoli monitoring provides agent-based and agentless options that measure enterprise performance and availability of resources against predefined thresholds, alerting appropriate personnel when discovering potential issues. Monitoring covers operating systems, applications, databases, transactions, user response times, internet services, and provides historical data collection for trending.

It should be noted that L&I is in the process of transitioning its Windows operating system servers to SCOM based monitoring.  The selected vendor should anticipate a migration from Tivoli centric monitoring to SCOM as this change occurs. 

	MOVEit Central 
	MOVEit Central is used automate tasks such as pushing and pulling files to/from any FTP server based on events or schedule, manipulating/transforming file content, and managing files for transfer storage or deletion. 


	MOVEit DMZ 
	MOVEit DMZ is a secure file transfer system that connects with any system, server or client using a broad set of protocols to reliably transfer sensitive information while providing proven encryption (FIPS 140-2 validated AES) of files in transit and at rest. 


	SAP Business Intelligence (formerly known as Business Objects)
	SAP Business Intelligence allows users to view, sort, and analyze data by creating reports and dashboards from data sources (Oracle databases, Microsoft SQL databases, Microsoft Excel, etc.).


	ServiceNow
	ServiceNow is a cloud-based solution based on ITIL best practices containing a suite of integrated applications such as change, incident, problem, knowledge, asset and configuration, release, request and demand management. These applications are leveraged to support internal processes and policies, and provide reporting and dashboards.


	SharePoint 
	SharePoint is a browser-based collaboration and content management system used for document sharing. With SharePoint, documents can be stored, downloaded and edited providing a centralized location for team to collaborate. DLI OIT staff coordinate requests for collaboration sites with the Office of Administration-(OA) which hosts these sites.


	SiteMinder, Identity Manager and IAM
	Our Identity and Access Management (IAM) solution is based on CA’s SiteMinder and IdentityMinder products, and is currently leveraged by a number of L&I applications. IAM is used to for external user registration, application authentication and authorization, and application user/group management. Per OA policy applications must authenticate against the enterprise IAM solution. The IAM solution manages users across three (3) separate Active Directory (AD) domains, which are shared with multiple Commonwealth state agencies.


	Team Foundation Server 
	Team Foundation Server (TFS) is an Application Lifecycle Management (ALM) tool that provides project team with source code control, project management and team collaboration functionality. 


	webMethods 
	wM is the Enterprise Service Bus (ESB) for L&I, the piece of software that lies between the business applications within L&I and external agencies and enables communications among them. L&I leverages wM across its major IT initiatives to provide integration with other internal applications as well as external applications. In addition, webMethods is also being leveraged as the standard tool used by DLI for job scheduling.


 
Environment and Selected Offeror Responsibilities per Shared Product Environment

Shared Product Development (DEV) – All development must be created and conducted in this environment. Developers will create initial code and test the functional releases. Developers will have full authority for making system adjustments and changes to the Web server configurations, installing Dynamic Link Libraries (DLL) and COM objects, and stored procedure changes. This environment provides developers the most flexibility in making application design and system changes. 

All changes made to each of these environments must be documented and submitted for any required change to succeeding environment levels.

Shared Product Component Integration Test (CIT) – Developers must submit modules that have successfully been unit tested to this environment. This environment will test components and application code for security and interoperability with all system function points. All functional releases that are candidates for System and User Acceptance Testing will be submitted to this environment first, through the Change Control process. Prior to migration to the System and User Acceptance Test environment, the components must be fully tested by the developers. 

System and User Acceptance Test (ST/UAT) – This environment must mirror the production environment in size, scale and configuration. Hardware and software setup and configurations must be exact duplicates of production. Testing in UAT will begin once components and changes have passed the Component Integration Testing phase. All business program area testing and approvals will be done in this environment. All systems load, performance and regression testing must be conducted in this environment. All system wide data migration programs and procedures must be tested in this environment. 

This environment is housed in the Scranton Data Center facility. In the event that a catastrophe has made the Production environment unavailable, the ability to repurpose this environment for production purposes is a requirement. Processes and procedures to accomplish this must be documented in the Disaster Recovery Plan. 

All migrations to UAT must follow change control procedures. Sign-off by both the Commonwealth Project Management Team and business program area staff is required before any migrations to either the Training or Production environments.
 
All additional hardware and software needed to support business continuity and disaster recovery; this includes sufficient storage for the life of the project. To the extent possible, the Selected Offeror must make use of L&I’s existing software assets where practical.

Unless otherwise noted, the Selected Offeror will have no administrative access to the ST/ UAT shared product environments.  

Training (TRN) - The training environment should mirror the production environment in code level and application functionality as closely as possible. Approximately 30% of production data will be used to populate the training site. All data in the Training site will be either computer generated or extracts from production data with scramble algorithms applied to mask sensitive identifying information such as Social Security Numbers (SSN), Federal Employer Identifier Numbers (FEINs), etc. This environment must be configured to handle the concurrent training requirements necessary for initial system training and all subsequent functional releases, prior to production deployments. The system must be used to train staff on new functionality, training of new employees, remedial training, employer outreach training, and internal/external customer workshop based training. Functional releases and changes that are deployed in this environment must have completed the UAT testing. All migrations to Training must follow change control procedures. 

Unless otherwise noted, the Selected Offeror will have no administrative access to the Training shared product environments.  

Test for Production (TFP) – Functional releases and changes are migrated to Test for Production from UAT after completion of thorough testing of new functionality, regression testing and performance testing have been completed and signed off. There must be sign-off by the Commonwealth Project Management Team before functional releases and changes are approved for migration to Production. All migrations to Test for Production must follow change control procedures. 

Unless otherwise noted, the selected offeror staff will have no administrative access to the Test for Production shared product environments. 

Production (PROD) – Functional releases and changes are migrated to Production from UAT after completion of thorough testing of new functionality, regression testing and performance testing have been completed and signed off. There must be sign-off by the Commonwealth Project Management Team before functional releases and changes are approved for migration to Production. All migrations to Production must follow change control procedures. 

The selected offeror will not have administrative access to the Production shared product environments.  


The table below depicts the shared products, environments belonging to the project only, and 
shared environments as used by various applications.  

	
Product
	
DEV
	
CIT
	
ST/UAT
	
TRN
	
TFP
	
Prod

	HP Loadrunner
	N/A
	N/A
	N/A
	N/A
	N/A
	Shared

	IBM DataCap
	Shared
	Shared
	Shared
	N/A
	Shared (TFP/TRN)
	Shared

	IBM FileNet P8
	Shared
	Shared
	Shared
	N/A
	Shared
(TFP/TRN)
	Shared

	Microsoft IIS
	Project
	Project
	Project
	Project
	Project
	Project

	Monitoring Toolset
	Shared
	N/A
	Shared
	N/A
	N/A
	Shared

	MOVEit Central
	N/A*
	N/A*
	Shared 
(Non-Prod)
	N/A*
	N/A*
	Shared 

	MOVEit DMZ
	N/A*
	N/A*
	Shared 
(Non-Prod)
	N/A*
	N/A*
	Shared 

	SAP Business Intelligence
	Shared
	Shared
	Shared
	Shared
	Shared
	Shared

	ServiceNow
	Shared
	N/A
	Shared
	N/A
	N/A
	Shared

	SiteMinder, Identity Manager & IAM
	Project
	Shared
	Shared
	Shared
	Shared
	Shared

	Team Foundation Server
	Shared
	N/A
	N/A**
	N/A
	N/A
	Shared

	webMethods
	Project
	Shared
	Shared
	Shared
	Shared
	Shared


      
*The MOVEit DMZ and MOVEit Central are hosted in a Non-Production and Production installation. The non-production environments of MOVEit DMZ and Central hosts the DEV, CIT, TRN and TFP environments. 

** Team Foundation Server is architected using SQL 2014 Always On capabilities. For that reason, the UAT environment is not directly used and shares a database with production ensuring that there is always a real-time copy of data in the disaster recovery center. 



The following provides Shared Production versions and support end dates.

	Product
	Version in Use
	End of Support
Date
	Notes

	HP Loadrunner
	11.52
	None at this time
	Plans to upgrade to v12.50 planned in 2016

	IBM DataCap
	9.0.1
	None at this time
	No plans to upgrade

	IBM FileNet P8
	5.2
	None at this time
	No plans to upgrade

	Microsoft IIS
	8.5
	1/9/2018
	IIS version dependent on server operating system (OS); Windows 2012 R2 Standard is current standard OS

	Monitoring Toolset
	6.3
	None at this time
	No plans at this time

	MOVEit Central
	9.0.0.1
	6/1/2019
	No plans at this time

	MOVEit DMZ
	8.3.0.0
	None at this time
	No plans at this time

	SAP Business Intelligence
	4.1 SP8
	None at this time
	No plans at this time.

	ServiceNow
	Fuji
	12/31/16
	Plans to upgrade to Helsinki by December 2016

	SiteMinder, Identity Manager & IAM
	SM 12.52
IM 12.5 sp15   
	None at this time
	Currently planning an upgrade to SM 12.52 SP2  

	Team Foundation Server
	2015 Update3
	10/14/2025
	No plans at this time

	webMethods
	9.6
	4/30/2018
	Plans to upgrade to v10 during 2017.



    
The following details responsibilities of L&I and the selected offeror for each shared product:

A. HP LoadRunner

L&I OIT is responsible all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches
· Scheduling LoadRunner resources between projects

The selected offeror is responsible for all LoadRunner script and scenario development efforts related to the project. This includes, but is not limited to creation and validation of test data, determining test parameters and collecting and validating test metrics. The selected offeror will not have administrative access in the Production environment.

B. IBM DataCap

L&I OIT is responsible all administrative responsibilities including, but not limited to:
· Software installation and configuration on the DataCap Server(s)
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The selected offeror is responsible for all DataCap development efforts related to the project. The Selected Offeror will not have administrative access in any environment.

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.


C. IBM FileNet P8 – All Environments

L&I OIT is responsible all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror is responsible for all FileNet development efforts related to the project. The Selected Offeror will not have administrative access in any environment.

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.

 
D. Microsoft IIS
I. All non-Prod Environments

L&I OIT is responsible all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror will be granted administrative access in the non-production environments. L&I OIT is responsible for technical and operational assistance, support and maintenance of the initial software configuration only. Modifications to the initial software configuration will not be supported by L&I OIT without prior approval of the modification. 

II. Production Environment

L&I OIT is responsible all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches
· Code deployments

The Selected Offeror will not have access in the Production environment. All activities will be coordinated by the L&I OIT staff with the Selected Offeror to ensure all requirements, standards, and policies are met


E. Montoring Toolset – All Environments

L&I OIT is responsible for all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror will not have administrative access in any environment.

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.


F. MOVEit Central – All Environments

L&I OIT is responsible for all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror will not have access in any environment. L&I OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the project team and/or Selected Offeror.

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.


G. MOVEit DMZ – All Environments

L&I OIT is responsible for all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror will not have access in any environment. L&I OIT is responsible for designing and implementing the SFTP solution based on requirements provided by the project team and/or Selected Offeror.

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.


H. SAP Business Intelligence – All Environments

L&I OIT is responsible all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches
· Support of project development efforts

The Selected Offeror is responsible for all Business Intelligence development efforts related to the project. The Selected Offeror will not have administrative access in any environment.

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.


I. ServiceNow – All Environments

L&I OIT is responsible all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches
· License upgrades

User process liceneses for ServiceNow are required in support of overall project for change management, asset management, configuration management, software license tracking, knowledge management, contract management and incident management. 


J. SiteMinder, Identity Manager & IAM – All Environments

L&I OIT is responsible for all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror will not have administrative access in any environment.

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.


K. Team Foundation Server – All Environments

L&I OIT is responsible for all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror will only have access to a specified collection/repository within Team Foundation Server (TFS) and that level of access will vary based on the individuals Application Lifecycle Management (ALM) role on the project. 

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code updates.


L. webMethods 
I. Development Environment:

L&I OIT is responsible for all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror is responsible for all webMethods development efforts related to the project. The Selected Offeror will be granted administrative access for the webMethods development environment assigned to the UCMS project. Modifications to the initial software configuration will not be supported by L&I OIT unless prior approval to modify the configuration has been approved by the webMethods Administrative Team. The Selected Offeror is responsible for technical support and maintenance for any unapproved modifications.

II. All other environments

L&I OIT is responsible for all administrative responsibilities including, but not limited to:
· Software installation and configuration
· Technical and operational assistance
· Support and maintenance of software
· Installation of vendor fixes and/or patches

The Selected Offeror is responsible for all webMethods development efforts related to the project. The Selected Offeror will not have access in any environment other than the development environment. 

This is a shared environment, all changes must be approved by all projects affected as well as the Intermediate Change Advisory Board and the Enterprise Change Advisory Board (UAT and PROD). This includes hardware and software changes as well as project code deployments and updates.
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